Cyber Security Overview

Prepare for the worst so that we can be at our best.

IT Security
Dennis Tomlin



In this presentation you will learn:

e Cyber threats are real

e The stakes are high

e \Who are the “Bad Actors” that we are concerned about?
e \What do they do with the data that they steal?

e How does an intrusion occur?

e How do we respond?

e What is our strategy?

e \Where are our gaps?

e \What are we doing to bridge the gaps?
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e \What can you do as a member of our organization?




The Threat Is Real

ATTACK ORIGINS ©

# m  Country
1745 ™ China

937 = United States

781 = Thailand
290 @ Turkey

268 ™= Colombia

260 = Russia

113 T France
110 O Japan

91 ¥ Hong Kong

Timestamp
2015-08-13 16:02:33.54

2015-08-13 16:02:33.88
2015-08-13 16: 9

2015-08-13 16:02:34.91

ATTACKS ©

Organization Location P

Microsoft Corporation Redmond, United States 131.107.25.1 St Louis, United States isakmp

Claro Dominican Republic Santo Domingo, Dominican ~ 190.167.21.164 St Louis, United States unknown

Westelcom Internet Inc. otsdam, Unit es 64.19.76.51 St Louis, United State domain
m Internet Inc. N, 6 .5 St Louis domain
m Internet Inc. 0 N, 6 .5 St Louis domain
m Internet Inc. otsdam, S 64.19.76.5 St Louis, United State: domain

Ecatel Ltd The Hague, Netherlands 93.174.93.129 telnet

e
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Lt Q? ATTACK TARGETS @
\’\ﬁ’f s\/\ # m Country

YR 3314 = United States
1448 ™= United Arab Emirates
262 ™ Liechtenstein
207 = Russia
-
166 ¥ Philippines
101 T France
76 B Cyprus
57 ™ Bulgaria
54 ™ Saudi Arabia

ATTACKTYPES @

# @ Service Port
1041 @ telnet Px]
135 @ http-alt 8080
411 @ microsoft-ds 5
399 © privoxy 8118
340 @ http 80
253 @ peanywheredata 5631
212 © mssqls 1433
148 @ isakmp 500
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http://hp.ipviking.com/

And The Stakes Are High

Google | county Deta breaches d o Cost of a Data Breach
Erie County DSS investigating health data breach CostiperiRecord: 370 e

$214

» Call Center

e |dentity Monitoring

 |dentty Restoration

 Discovery/Data

s Forensics

* Loss of Employee
Productivity

Miami-Dade County E-Mails Employees About Data Breach
LA County finds 3500 more patients affected by data breach
County of Napa, Health and Human Services Agency ...

direct Costs:

Data Breach Affects Thousands of Bergen County Patients R ndirect Cos
Wayne County employees information part of data breach " and Acdt Regs
Tulare County Health and Human Services reports possible ...

» Lawsuits
* ReQulatory Fings
* Loss of Consumer

Confidence
SOURCE: Ponemon Institute 2011 » Loss of Funding
(sponsored by Symantec)
Data Breach Costs Soar Even Higher :\/A'ﬂlls
Businesses Paid an Average of $7 2 M il I ion alware

That's an Average of $2 14 per record e reach I8 2028 ’ ;?‘rlg ﬁ}ﬁg AttaCKS
Rapid response 1o data breaches is J ava )

S s Removable Media

7 Social Engineering
st Social Networking

threst. consing 41°/° of breaches

Employee Carelessness

A /I The Challenge




GROUP: Script Kiddies
TARGETS: Individuals, Opportunistic, Not Targeted

MOTIVE: Bragging Rights, Attention of Peers,
Mischief, Ideni

MOTIVE: Monetizatio olen Digital Assets, Cyber
Extortion, Fraud, Identity Theft, Bank Transfers
METHODS: Targeted Entities, Opportunistic, Data
Exfiltration of PII

/[ Who are the “Bad Actors”™?




BINs: Country: Bank: Code: Level: Credit/Debit: Type: Base:
(+51) (+$1.5) (+31)

| [Any (4350=] [Any 4350=] [Any (43507)[=] [Any (43507) [=] [Any 43507)  [=][Any [=] [usa b2 t1]=]

Qaarnh Dacat

THE FAKE DATA TRAVELLEDTO




ADVERSE IMPAcy
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Most Intrusions Are Caused By

Human Error
Most Attacks Are Opportunistic

Bad Actors Are Patient

Bad Actors Are Smart and
Well Funded

Average Time To Detection

243 DAYS

(Ponemon Institute)

Initial Reconaissance & Data
Breach Extend Foothold Exfiltration

Perimeter > Endpoint >
security

'm security

Breach Detection... "The Last Line of Defense"
months

weeks

days
of breaches are discovered

87 % by external parties

!
hours

'
(O] mins
of breaches remain

66% undetected for months
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When a breach is
discovered, the
clock starts ticking.

Incidents involving
PHI and PIl need to
have the response
process completed
within 30 days.




VISION

“Become one of the most secure local governments in the U.S.”

MISSION

To use a 3x3x3 Strategy of considering People, Process and Technology in our model of Intelligence (Prevention),
Defense in Depth (Detection) and Incident Response (Remediation) while protecting Confidentiality (Privacy), Integrity
(Data Protection) and Availability (Performance).
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-Advisory Board
Honey Pots

Intrusion Prevention

Event Correlation

Participation/Partnership
-DHS

-FBI (Law Enforcement)
-Professional Organizations

INCIDENT RESPONSE

AVAILABILITY

CONFIDENTIALITY-INTEGRITY-AVAILABILITY
PEOPLE-PROCESS-TECHNOLOGY

Technology
-Perimeter
-Endpoint

Human Firewall
-Education
-Awareness

Multiple Layers
Vendor Diversity

Proactive
Monitoring
Early Detection

Intelligence Defense in Depth | Incident Response
I (Prevention) (Detection) (Remediation)

Elevate Team
-Increase Skills
-MoreTierl
Involvement

Training Exercises
-Table Top
-WarRoom

Mature Response Plan
Proactive Response

Quick Resolution
RPO-RTO
Lessons Learned




Applying Our Strategy And Roadmap To An Established Framework Will
Deliver Results

IDENTIFY PROTECT DETECT RESPOND RECOVER
e Asset management e Access control e Anomales and e Response planning e Recovery planning
¢ Business environment e Awareness and training events e Communications ¢ Improvements
e Governance e Data security o Secqr'ly coninuous o Analysis e Communications
e Risk assessment e Information protection monitonng e Mitigation
e Risk management strategy and procedures o Detecionprocess o 1orovements

¢ Maintenance

e Protective technology

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

A /I The Framework




SECURITY MEASURES [=en_., S "} SECURITY MEASURES
TBD —_. e - E "/'/___,..-/ 78D
= | oo
- Go gleApps
SECURITY MEASURES ‘-..\_..
MDM \“ SECURITY MEASURES
NotIn Use ) Not in Use
BYOD
SECURITY MEASURES e
ADHOC Blocking of IP Addresses | e N _~1 SECURITY MEASURES
NotlnUse ¢+ = e ._/"‘/ Partial Use
Rules to drop certain traffic pattemn /,.f’
Event Logging (LEM) ._/'/ Not In Use
Intrusion Prevention .,// Anti Virus
Intrusion Detection ) L~
Stateful Packet Inspection (L7} .// 7
Subnet Blocking /_,”
9 -
A SECURITY MEASURES
;" Intrusion Detection On Outbound Threats
SECURITY MEASURES /\ ,»' Alerting/Reporting
Web Filtering of Sites (Not Malicious) Iy \ £ | Notinuse
Not In Use . { / Threat Intelligence
Adaptive Scanning Intrusion Prevention
Advanced Malware Protection Event Logging {LEM)
Sandboxing Malicious Files RONPORT InLine Scanning 2
Advanced Threat Intelligence (WCCP) isedsor
L4 Traffic Monitor 1 (OUT Of BAND)
Event Logging (LEM)
SECURITY MEASURES | SECURITY MEASURES
Snapshots VSC Login Time
Partial Use Account Locked
File Audit Partial Use
File Logging {LEM) ENTERPRISE STORAGE System Event Logging
Unauthorized Access Access Reporting
Not In Use < SECURITY MEASURES
Anti Virus McAfee epo 8
Data Classification AV/Malware Alerting and logging
Automatic Remediation (when possible)
6 Not In Use
SECURITY MEASURES McAfee HIPS
Not In Use LEM Agents

Eand A Training

UAC Implementation
Site Advisor
Daily Memory Scan

Increase Heuristic Level (On Access)

Increase Level Weekly On Demand 3

/[ ldentification of Threat Vectors And Gaps




Efforts For FY16

Area What Have We Done Next Steps FY16

End Point Protection * Increased Heuristics (Detection) for Scanning * Hardware Intrusion Detection
* Increased Detection Level for Weekly Scans
* Implemented Daily Memory Scan

Web Filtering * Added Advanced Malware Protection to scan files transferred * Safer Web Browsing Technology
* Added Participation in the Threat Intelligence Cloud

End User Awareness * Began Conducting Random Phishing Training Program * Mandatory Awareness Training for All Couty Employees

* Consistent Cadence of Wednesday Wire Articles * Increased Routine Phishing Education

* Security Presentations to Groups Outside of IT * Increased Communication through Relevant Web Presence

* Planning Events for Cyber-Security Awareness Monty * Development of Clear Standards for Development and Deployment

Firewall * Beginnng the Process of Defining Requirements For Next Gen Firewalls * Next Generation Firewalls with Threat Intelligence
* Manual Blocking of Known Malicious IP Addresses * Correlation of Log Files with Events from Other Devices

U G B TR T ELEL T T Tl * Participation in BYOD Project * Anti-Virus and Malware Protection on County Phones

Cloud Application * Manual Upload of Known Spam and Phishing Sites into Google Deny List * Extra Layer of Protection Above Google Apps

* Mandatory Security Reviews of Cloud Services

* Automatic Threat Intelligence Feeds to Screen Email
* Compliance Control in Google Docs

Servers * Started the Process of Installing Anti-Virus on County Servers
Intrusion Prevention * Installed Technology that Blocks Intrusion Attempts and Known Malicious Traffic * Additional Intrusion Prevention on the Firewall
Intrusion Detection * Installed Technology that Provides RealTime Alerts of Intrusion Attempts and Malicious Traffic * Additional Intrusion Detection on the Firewall
Active Directory * Federated Login Services for most Major Services * Data Classification
* Role Based Authentication
SAP Security * Audit of Access Roles and Removal of Unneeded Access * Continue to Audit Roles, Access and Data-Dei-dentification

// Remediation and Mitigation




WHAT,S MISSING? Firewalls

Anti-Virus
THE HUMAN FIREWALL IS CRITICAL IpHyeIon SRS

STOP ... THINK ... CONNECT

Intrusion Prevention

BE SUSPICIOUS OF EMAILS FROM UNKNOWN SOURCES Monitoring
Alerting

NEVER SHARE YOUR PASSWORDS

REPORT ALL SUSPICIOUS CYBER ACTIVITY TO THE HELPDESK
DON'T CLICK ON LINKS IN EMAILS OR OPEN SUSPICIOUS ATTACHMENTS

SPREAD THE WORD / CREATE A CULTURE OF AWARENESS !
USE SECURE OR ENCRYPTED EMAIL WHEN SENDING CONFIDENTIAL INFORMATION

This Presentation Can
Be Tailored To Your
Organization.

If you would like IT Security to make a
presentation to your group please contact:
it.security@multco.us




Thank You

MULTNOMAH
COUNTY

CYBER SECURITY

B




